


Softlist

NMposBiaAHUM iHTEerpaTop pileHb
wopno 6esnekun B YKpaiHi, AKUA
BCTAHOBJIIOE CTaHAApPTU Y ranysi.

Hawa koMnaHiga Mae 18 pidyHMK aocCBig | cneuianiayeTbCcs Ha
BNpOBaAXeHHI BUCOKOTEXHOJIOMNYHNUX cuCcTeM 6e3nekn i3
3a/lY4YEHHSAM WTYYHOrO iHTEeNeKTy Ta nepenoBux TEXHOJOrIN
OSINT, aki 3abe3neyyoTb HaAIMHUM 3aXUCT Balwloro b6i3Hecy Ta
MUPHOIO CHY BalUWUX KJIEHTIB.



OSINT

Open source intelligence

Social
Networks



Cdepa 3acTocyBaHHA MoOXXe 6yTv pi3HOIO

SRVRPEN©

JocnigHuubK1Mn aHanis
nocunaHb i OLiHIOBaAHHSA

BNMMBY Ha iHPPACTPYKTYypy

[ns pearyBaHHs Ha
iHUnageHTn (wkignuee M3 i
nigospini IP-agpecn)

BuB4yeHHS BMJIInNBYy
3raMaHnx gaHux

AHani3 ToproBux MangaH4uKiB
OapKHeTy

BiactexxeHHs pu3nkoBaHuUX
KpUNTOBAaNOTHUX TPaH3aKLin

BuBYyeHHS ilumHroBmx atak y
Maltego

Po3yMiHHS BizyanbHOT
pesiHdopmauii

PoscrigyBaHHs B couianbHUX
Mepexax 3a iMmeHamu Ta
doTorpadismm

AHani3 ocobnUcTnx i BUTIKLLINX
JaHuX

BukopucTaHHA KoaiB BiOCTEXEHHS
B PO3CriAyBaHHSX

MOHITOPUHI @aKTUBHOCTI 0CcOobM, Lo
CTaHOBUTL iHTEpEeC

36araveHHs po3cnigyBaHb 3a
paxyHOk nobynoBu Ta
Bidyanisauii kapT
B3aeMo3B'aA3kiB 3 CSV Ta
iHLWKXX iMNnopTOoBaHMX channis.

36araveHHs po3cnigyBaHb 3a
paxyHOK nobynoBu Ta
Bidyanisauii kapT
B3aemMo3B'a3kiB i3 CSV Ta
iHLWKXX iMNnopToBaHMX channis.



Open source intelligence, OSINT

- Le nporpamMHe 3abe3neyveHHs, Wo BUKOPUCTOBYETLCS AN PO3BIAKM | KPMMIHANICTUKM,
3acHoBaHol Ha metogonorii OSINT.
3a 4onomMororo yce, WO MICTUTLCSA Y BIOKPUTMX oXepenax i € HeobxigHum ans
po3cnigyBaHHA, MOXHa nobyaysaTu/iHTEpNpeTyBaTU y CXEMM Ta NOriYHi 3B'A3KKN (IX MOXKHA
byayBaTu caMocTinHO abo X 3anycTuTn asTomaTtuyHo B Maltego)

— npautoe Ha Takux naatpopmax: Windows, Mac u Linux.

Types Social Networking Media-sharing Forums Image-sharing Video-sharing Microblogging Social Gaming Blogs
Sites Sites Sites Platforms Platforms
Examples FACEBOOK, INSTAGRAM, REDDIT PINTEREST YOUTUBE, TWITTER, XBOX LIVE WORDPRESS,

LINKEDIN IMGUR VIMEO TUMBLR MYSPACE
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Po3cniayBaHHSA
BiNCbKOBMUX
3JIOUMHIB
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OAaKkyro 3a yBary!




